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CompTIA Security+

Focused security work, documented for action.

Focused offensive security testing and practical automation for small, clearly scoped engagements. Work is documented with reproducible

evidence, technical impact, and remediation guidance.

EVI DENCE- BACKED OFFERI NGS

01/WEB

Targeted web application testing

Manual and tool-assisted validation of common web risks, with
reproduction steps, impact, and remediation guidance.

WEB ASSESSMENT ->

03/Al +LLM

Al /LLM security reviews

Focused testing for prompt injection, insecure output handling,
excessive agency, and related control gaps.

Al ASSESSMENT ->

What the work includes

® \Written scope and authorization before testing begins.
® Confirmed findings backed by reproducible evidence.
® Prioritized risk with practical remediation guidance.

® A concise report and walkthrough of the results.

ENGAGEMENT BOUNDARY

02 / NETWORK + IDENTITY

Network and Active Directory assessments
Scoped enumeration and attack-path validation across services,

permissions, Kerberos, and identity controls.

NETWORK ->  AD ->

04 / AUTOMATION

Reconnaissance and workflow automation

Bash and Python tooling for repeatable enumeration, evidence
collection, and reporting workflows.

VIEW PROJECT ->

Assessment focus

DOMAINS

Web and API / Network / Active Directory and Kerberos / Azure and Entra ID / Al
and LLM / Containers / Automation

REPRESENTATIVE TOOLING

Nmap, Burp Suite, BloodHound, Impacket, Wireshark, RoadRecon, Bash,
Python, PowerShell, and Terraform.

Best suited to focused assessments and validation work. Testing is never performed without explicit written authorization.

Discuss a scoped project

jacobdeanhill@gmail.com



https://trillcyber.wordpress.com/wp-content/uploads/2025/11/web-app-pentest-report.pdf
https://trillcyber.wordpress.com/wp-content/uploads/2025/12/network-pentest-report-.pdf
https://trillcyber.wordpress.com/wp-content/uploads/2026/02/ad-report.pdf
https://trillcyber.wordpress.com/wp-content/uploads/2026/02/ai-pentest-report.pdf
https://github.com/TrillHill/recon-report-generator
mailto:jacobdeanhill@gmail.com?subject=TrillCyber%20freelance%20project
https://trillcyber.com
https://github.com/TrillHill
https://trillcyber.wordpress.com/

